POLICY/GUIDELINE TITLE:

ADMINISTRATIVE POLICY AND
PROCEDURE MANUAL

HIPAA Marketing and Sale of Protected
Health Information Policy
POLICY #: 800.43
System Approval Date: 5/18/18

CATEGORY: Compliance & Ethics
Effective Date: 08/2013

Site Implementation Date: 6/17/18
Prepared by:

Last Reviewed/Approved: 01/2016
Notations:

Office of Corporate Compliance
GENERAL STATEMENT of PURPOSE
To establish requirements for using Protected Health Information (“PHI”) for Marketing
purposes and for selling PHI.
POLICY
The Health Insurance Portability and Accountability Act (“HIPAA”) Privacy Rule prohibits the
Northwell Health (“Health System”) from using PHI to send promotional communications paid
for by third parties, except for refill reminders for which the Health System receives a cost-based
fee. PHI will be used or disclosed for Marketing (as defined below) purposes only as specified
in the process outlined below and as permitted by HIPAA. The Health System will not sell PHI,
except as permitted by HIPAA. Note: Marketing activities that do not involve uses or
disclosures of PHI are not subject to HIPAA privacy regulations.
SCOPE
This policy applies to all Northwell Health employees, as well as medical staff, volunteers,
students, trainees, physician office staff, contractors, trustees and other persons performing work
for or at Northwell Health; faculty and students of the Donald and Barbara Zucker School of
Medicine at Hofstra/Northwell conducting research on behalf of the Zucker School of Medicine
on or at any Northwell Health facility; and the faculty and students of the Hofstra Northwell
School of Graduate Nursing and Physician Assistant Studies.
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DEFINITIONS
Protected Health Information (“PHI”): Any oral, written, or electronic individually identifiable
health information. PHI is information created or received by Northwell that (i) may relate to the
past, present, or future physical or mental health or condition of an individual, the provision of
health care to an individual, or the payment for the provision of health care to an individual; and
(ii) identifies the individual who is the subject or based on which there is a reasonable basis to
believe that the individual who is the subject can be identified. The Health Insurance Portability
and Accountability Act (HIPAA) further clarifies that PHI includes information that identifies the
individual by one or more (depending on context) of the following 18 identifiers:
1. Names;
2. Geographic subdivisions smaller than a state, including street address, city, county,
precinct, zip code, and their equivalent geocodes, except for the initial three digits of a
zip code in certain situations;
3. All elements of date (except year) for dates directly related to an individual, including
birth date, discharge date, date of death; and all ages over 89 and all elements of dates
indicative of such age, except that such ages and elements may be aggregated into a
single category of age 90 or older;
4. Telephone numbers;
5. Fax numbers;
6. Electronic mail addresses;
7. Social security numbers;
8. Medical record numbers;
9. Health plan beneficiary numbers;
10. Account numbers;
11. Certificate/license numbers;
12. Vehicle identifiers and serial numbers;
13. Medical Device Identifiers;
14. Web Universal Resource Locators (URLs);
15. Internet Protocol (IP) address numbers;
16. Biometric identifiers, including finger and voice prints;
17. Full face photographic images and any comparable images; and
18. Any other unique identifying number, characteristic, or code.
Marketing: “Marketing” is defined by HIPAA as making a communication about a product or
service that encourages the recipient of the communication to purchase or use the product or
service (with the exception of the communications listed below), or an arrangement between the
Health System and any other entity where the Health System discloses PHI in exchange for
direct or indirect payment so that the other entity can make a communication about its own
product or service that encourages the recipient of the communication to use or purchase that
product or service.
The following communications are specifically excepted from the definition of “Marketing,” so
long as the Health System does NOT receive financial remuneration in exchange for making the
communication:
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1. Communication for treatment, including case management or care coordination, or to
direct or recommend alternative treatments, therapies, providers or settings of care; or
2. Communication to describe a health-related product or service provided by the Health
System.
In addition, the following are NOT considered “Marketing:”
1. Face-to-face communications with the patient by the Health System, its providers and/or
workforce;
2. Promotional gifts of a nominal value given to the patient by the Health System, its
providers and/or workforce; and
3. Refill reminders or other communications about a drug or biologic currently being
prescribed for the patient, so long as any financial remuneration received by the Health
System for making the communication is reasonably related to the Health System’s cost
of making the communication.
Business Associate (BA): A person or entity that performs certain functions or activities that
creates, receives, maintains or transmits PHI on behalf of, or provides services to the Health
System and is an external person or entity.
Examples of BA functions or activities can include, but are not limited to: claims processing or
administration, data analysis, utilization review, quality assurance, billing, benefit management,
practice management, and software hosting of PHI. Examples of BA services include: legal,
actuarial, accounting, consulting, data aggregation, management, administrative, accreditation,
and financial.
If you have any questions regarding whether a person or entity’s function qualifies as a BA,
contact the Procurement office.
Sale of PHI is defined as a disclosure of PHI by the Health System, or a Business Associate of
the Health System, if applicable, where the Health System or its Business Associate directly or
indirectly receives remuneration from or on behalf of the recipient of the PHI in exchange for the
PHI.
A “sale of PHI” does NOT include a disclosure of PHI:
1. For public health purposes;
2. For research purposes, where the only remuneration received by the Health System or
its Business Associate is a reasonable cost-based fee to cover the cost to prepare and
transmit the PHI;
3. For treatment and payment purposes;
4. For the sale, transfer, merger or consolidation of all or part of the Health System and
for related due diligence;
5. To or by a Business Associate for activities that the Business Associate undertakes on
behalf of the Health System, and the only remuneration provided is by Health System
to the Business Associate;
6. To the patient, when requested by the patient; or
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7. For any other purpose permitted by the Privacy Rule where the only remuneration
received by the Health System or its Business Associate is a reasonable, cost-based
fee to cover the cost to prepare and transmit the PHI for such purpose, or a fee
otherwise expressly permitted by law.
PROCEDURE/GUIDELINES
Marketing
The Health System must obtain an individual’s authorization using a HIPAA-compliant
authorization form before using or disclosing the individual’s PHI for Marketing purposes.
Please contact the Office of the Corporate Compliance if you wish to obtain such an
authorization.
Sale of PHI
The Health System must not sell PHI, unless it obtains a HIPAA-compliant authorization from
the individuals who are the subject of the PHI being sold. Please contact the Office of the
Corporate Compliance if you wish to obtain such an authorization.
Training
The Office of Corporate Compliance will provide training on HIPAA on, at least, an annual basis.
Sanctions
In compliance with HIPAA, violations of this policy will be subject to disciplinary action as
outlined in the Human Resources Policy and Procedure Manual and in the Bylaws, Rules and
Regulations of the Medical Staff.
Document Retention
Any documentation generated in compliance with this policy will be retained for a minimum of 6
years from the date of its creation.
Questions related to this policy should be directed to the Office of Corporate Compliance.
REFERENCES to REGULATIONS and/or OTHER RELATED POLICIES
 Final HIPAA Omnibus Rule (78 Fed. Reg. 5566)
 Health Insurance Portability and Accountability Act, 45 CFR Parts 160 and 164
 Health Information Technology for Economic and Clinical Health (HITECH) Act, Title
 XIII of Division A and Title IV of Division B of the American Recovery and
 Reinvestment Act of 2009 (ARRA), Pub. L. No. 111-5 (Feb. 17, 2009)
 Northwell Health Human Resources Policy and Procedure Manual, Part 5
 Northwell Health Bylaws, Rules and Regulations of the Medical Staff
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CLINICAL REFERENCES/PROFESSIONAL SOCIETY GUIDELINES
N/A
ATTACHMENTS
N/A
FORMS
N/A
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